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1. LockBit Ransomware: An Introduction

A. Origins and Evolution of LockBit

LockBit ransomware, emerging as a significant threat in the cybercrime landscape, has
evolved remarkably since its inception. Initially known as ABCD ransomware, LockBit
transformed into a sophisticated ransomware-as-a-service (RaaS) operation, attracting
affiliates with its promise of high returns. This evolution saw the ransomware grow from a
simple encryptor to a complex ecosystem involving multiple variants, each more advanced

than the last.

The genesis of LockBit can be traced back to its rudimentary form, employing the .abcd file
extension. Over time, it has undergone several upgrades, culminating in versions that boast
faster encryption speeds, anti-detection techniques, and even a ransomware bug bounty

program, a novel approach aimed at refining its attack mechanisms through community

feedback.

B. Notable Features and the Threat It Posed

LockBit stands out for its rapid encryption capabilities, with the original variant claiming the
ability to lock down a victim's files in under five minutes. This efficiency made it particularly

dangerous, as it limited the window for detection and response by cybersecurity defenses.

The evolution into LockBit 2.0 and, later, 3.0 introduced enhanced features like improved
string and code decoding to more effectively bypass security measures. LockBit 3.0,
launched in late June 2022, further refined these capabilities, incorporating anti-analysis
techniques, password-only execution, and command line augmentation to avoid detection.
This version also introduced the first recorded ransomware bug bounty program,

incentivizing the reporting of vulnerabilities in exchange for financial rewards.

LockBit Green and a macOS variant represent the latest evolution, targeting specific
environments and expanding the potential victim base to include users of Apple's operating

system despite challenges in execution.
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The LockBit ransomware group's administrative structure is another notable feature. Unlike
many cybercriminal entities operating loosely hierarchically, LockBit boasts a well-organized
administrative network for managing attacks, negotiations, and ransom payments. This
organizational structure supports its ransomware-as-a-service model, allowing it to execute

custom attacks for affiliates who share in the profits.

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos'.

We can confirm that Lockbit’s
services have been disrupted as a
result of International Law
Enforcement action — this is an
ongoing and developing operation.

Return here for more information at:

11:30 GMT on Tuesday 20th Feb.

Figure 1: FBl and allies seize LockBit website.
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2. Industrialization of LockBit Operations: A Closer Look at Cybercrime's

Evolution

The LockBit ransomware group represents a pivotal shift in the cybercrime landscape,
showcasing a move towards the industrialization of ransomware operations. This shift is
characterized by significant attacks, adopting a Ransomware-as-a-Service (RaaS) model, and
a strategic scaling of operations through automation and a network of affiliates. Below, we
delve into these aspects to understand how LockBit became one of the most formidable

forces in the cybercrime arena.

A. Overview of Significant LockBit Attacks

LockBit's global impact on the worldwide stage has been marked by high-profile attacks
targeting various sectors, from healthcare and education to government and industrial giants.
Notable incidents include the attack on Boeing, where LockBit claimed to have exfiltrated a
substantial amount of sensitive data, threatening to release it unless their demands were met.
Similarly, the group's attack on the UK's Royal Mail, demanding an $80 million ransom,
underscores the group's audacity and the significant threat it poses to critical infrastructure

and services.

B. Explanation of the Ransomware-as-a-Service (RaaS) Model

LockBit's operation is underpinned by the Ransomware-as-a-Service (RaaS) model, a
paradigm that mimics legitimate software-as-a-service businesses. LockBit developers create
and maintain the ransomware in this model, while affiliates—external actors—are recruited
to deploy the malware against targets. These affiliates must then share some ransom proceeds
with the LockBit developers. This approach broadens the attack surface by involving
numerous attackers. It allows the core LockBit team to profit substantially while minimizing

their direct attack involvement, reducing apprehension risk.
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C. How LockBit Scaled Its Operations Through Automation and Affiliates

i.

ii.

iii.

Automation: LockBit has leveraged automation to enhance the efficiency and reach
of its attacks. By automating ransomware deployment and data exfiltration, LockBit
can execute attacks rapidly and on a larger scale than would be possible through
manual methods. This automation extends to the encryption process, where LockBit
boasts one of the fastest encryption algorithms in the ransomware ecosystem, and to
the dissemination of ransom demands and payment instructions, streamlining the

extortion process.

Affiliate Network: The scale of LockBit's operations is further amplified through its
network of affiliates. By outsourcing the deployment of ransomware to a wide array
of attackers, LockBit has been able to target a vast number of victims across different
sectors and geographical locations. This aftiliate model also introduces a competitive
element, with affiliates motivated by the potential for high earnings, thereby
increasing the volume and frequency of attacks. LockBit supports its affiliates with
sophisticated tools, detailed instructions, and even customer support-like assistance to

maximize the success of attacks.

Innovation and Adaptation: LockBit's continuous innovation, including the
development of newer versions like LockBit 3.0 and its adaptation of tactics, such as
introducing a bug bounty program, has kept the group ahead of defensive measures.
By constantly refining its ransomware and operational tactics, LockBit ensures its
resilience against cybersecurity efforts and maintains its status as a leading threat

actor in the ransomware space.
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3. Challenges within the LockBit Affiliate Program

il

il

il.

A.

Insights into the structure and vulnerabilities of the affiliate network.

Complex Network Management: The LockBit ransomware group operated a complex
affiliate program that recruited cybercriminals worldwide to deploy its ransomware.
Managing such a vast and dispersed network inherently introduced coordination and
communication challenges. This complexity made it difficult for LockBit to maintain

operational security and ensure the loyalty and effectiveness of its affiliates.

Trust and Security Issues: Trust is a critical component in the success of any affiliate
program, especially in illegal operations like ransomware deployment. Affiliates needed
to trust LockBit to provide practical ransomware tools and share profits reasonably.
Conversely, LockBit had to trust affiliates not to attract undue attention that could lead to
law enforcement scrutiny. This mutual dependence created potential points of failure, as

betrayals or security lapses by affiliates could expose the entire network.

Dependency on Third-party Services: LockBit's operations, including communication
with affiliates and the exfiltration of stolen data, relied heavily on third-party services
such as encrypted email providers and file-hosting platforms. This dependency
introduced vulnerabilities, as the security of these services could be compromised or

cooperated with law enforcement.

How Law Enforcement Exploited These Vulnerabilities

Infiltration of Communication Channels: By understanding the affiliate program's
reliance on encrypted communication services, law enforcement agencies were able to
infiltrate these channels. The operation shut down over 14,000 accounts on services like
Mega, Tutanota, and ProtonMail, which were crucial for LockBit's operations. This
disruption hindered the affiliates' ability to coordinate attacks and communicate securely

with the LockBit core team.

Seizure of Infrastructure: The seizure of LockBit's primary administration environment
and its dark web leak site was a critical blow to the group's operations. By taking control

of these platforms, law enforcement prevented further attacks and gained access to a
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treasure trove of intelligence. This included LockBit's source code and detailed
information on the group's activities and affiliations, which could be used to identify and

prosecute individuals involved.

ili.  Exploiting Financial Trails: The freezing of over 200 cryptocurrency accounts linked to
LockBit disrupted the affiliate program's financial infrastructure. By tracing and seizing
these assets, law enforcement undercut the economic incentives for affiliates, making

participation in the LockBit network less appealing and risky.

iv.  Public Exposure and Psychological Warfare: The strategic use of LockBit's platforms
against them, such as repurposing their leak site to expose their operations, demoralized
and sowed distrust among affiliates. This public exposure damaged LockBit's credibility
and operational secrecy and warned potential affiliates about the risks of joining such

networks.

Lockiit BLOG X lockBr 810G % | (3 LockBit Fike Shace X+ v - (W]

THIS SITE IS NOW UNDER THE CONTROL OF THE

Lo'% LEAKE D DATA UK, THE US AND THE CRONOS TASK FORCE

Press Releases LB Backend Leaks Lockbitsupp Who is LockbitSupp?

PUBLISHED PUBLISHED PUBLISHED

: You've Been The $10m question
A‘ 7‘ E NCA Banned From 9
QW == National Crime Agency LOCK[ILEN]
Lockbit Decryption Keys Recovery Tool US Indictments Sanctions
PUBLISHED PUBLISHED PUBLISHED
3 0 @
LOCK:ThakEe]

Arrest in Poland Activity in Ukraine Report Cyber Attacks! Cyber Choices

PUBLISHED PUBLISHED PUBLISHED PUBLISHED

24 3 suspected Lockbit actor was Please repor

sected Lodddit actor was On 20/

the request of the French Ternopil {UA] by the local authorities Er

Figure 2: The LockBit website is now used by international law enforcement.
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4.

ii.

iii.

Counteracting LockBit: Operation Cronos

Operation Cronos is a pivotal moment in the global fight against ransomware. It exemplifies
the potency of international collaboration in dismantling one of the most formidable
cybercrime syndicates, LockBit. This concerted effort led to significant breakthroughs,
notably in developing and deploying decryption tools. It underscored the indispensable role

of international law enforcement and cybersecurity communities in combatting cyber threats.

A. Development and Deployment of Decryption Tools

Developing decryption tools was a cornerstone of Operation Cronos, aimed at mitigating the

impact of LockBit's ransomware attacks. The collaboration resulted in:

Access to LockBit's Infrastructure: Gaining unique access to LockBit's critical
infrastructure enabled the National Crime Agency (NCA) and its partners to acquire a
wealth of intelligence on LockBit's operations, including its source code. This
unprecedented access was crucial for understanding the ransomware's encryption

mechanisms and developing practical decryption tools.

Japanese LockBit Recovery Tool: A notable achievement was the development of a
recovery tool by the Japanese Police, supported by Europol. This tool, designed to
decrypt files affected by LockBit 3.0 Black Ransomware, showcases the technical
expertise and collaborative effort involved in relieving victims. The tool's development
involved extensive reverse engineering and was made available during the joint operation
CRONOS, contributing to the "NoMoreRansom" project and benefiting millions of
victims globally.

Distribution to Victims: Victims were encouraged to contact law enforcement with
specific details of their attacks to receive support in decrypting their data. This direct
engagement facilitated recovery, allowing victims to regain access to important files

without capitulating to ransom demands.
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il

il

iv.

B. Role of International Law Enforcement and Cybersecurity

Communities

Operation Cronos was characterized by an extraordinary level of international cooperation,
demonstrating the critical role of law enforcement and cybersecurity communities in

counteracting cyber threats.

Global Taskforce: The NCA, in partnership with the FBI, Europol, and law enforcement
agencies from ten countries, executed a coordinated disruption campaign against
LockBit. This task force, Operation Cronos, was instrumental in infiltrating LockBit's

network, seizing control of its services, and initiating legal actions against its affiliates.

Arrests and Legal Actions: The operation led to the arrest of crucial LockBit affiliates
and freezing over 200 cryptocurrency accounts linked to the group. Indictments unsealed
by the U.S. Department of Justice charged individuals responsible for LockBit attacks,

further debilitating the syndicate's operational capabilities.

Seizure of Criminal Infrastructure: The takedown involved the seizure of LockBit's
Stealbit tool and dismantling its affiliate infrastructure, significantly disrupting the
group's ability to execute ransomware attacks. Law enforcement partners in Finland, the
Netherlands, and other countries supported this action, showcasing the effectiveness of

international legal mechanisms and cooperation.

Public Awareness and Continued Vigilance: The operation has raised public awareness
about the LockBit threat and the broader ransomware issue. By exposing LockBit's
operations and offering decryption tools, the campaign has provided immediate relief to
victims and emphasized the importance of cybersecurity vigilance among organizations

and individuals.



The Saga of LockBit: Navigating the Void Left by a Cybercrime Titan's Fall Kraken IO 11

5. CVE-2023-3824: The Chink in LockBit's Armor

In the ever-evolving cat-and-mouse game between cybercriminals and law enforcement, the
LockBit ransomware operation's resurgence on the dark web starkly illustrates the relentless
nature of these threat actors. Days after an international crackdown seized their servers,
LockBit rebounded, moving its data leak portal to a new onion address on the TOR network
and listing 12 new victims. This swift recovery underscores the resilience of ransomware

groups and the critical vulnerabilities they exploit to sustain their illicit activities.

Their admission starkly highlighted the LockBit group's vulnerability to law enforcement
actions. The administrator behind LockBit revealed that their infrastructure's breach by the
(FBI) was likely due to a critical flaw in PHP, identified as CVE-2023-3824. This
vulnerability, rooted in outdated PHP versions (before 8.0.30, 8.1.22, and 8.2.8), allowed for
a stack buffer overflow through insufficient length checking while reading PHAR directory
entries while loading a PHAR file. Such a flaw could lead to memory corruption or even

remote code execution (RCE), offering a potent vector for technical infiltration.

Despite the LockBit administrator's uncertainty about the exact exploit used—whether CVE-
2023-3824 or a different zero-day vulnerability for PHP—their acknowledgment of "personal
negligence and irresponsibility" for not updating PHP highlights a critical lesson: the

importance of maintaining up-to-date software to mitigate security risks.

Moreover, the administrator's statements shed light on the strategic motivations behind
targeting their operations, particularly the timing of the ransomware attack on Fulton County.
They speculated that the FBI's intervention was to prevent the leak of sensitive documents
related to Donald Trump's court cases, which could influence the upcoming U.S. election.
This narrative attempts to contextualize the law enforcement action and politicize the attack's

timing and purpose.

In a defiant response to these events, LockBit announced measures to further fortify its
operations. They pledged to eliminate "laziness" in their security practices, ensuring that
every ransomware build would be equipped with "maximum protection." This includes the
cessation of automatic trial decrypts and shifting all decryption processes to manual mode to

thwart future law enforcement infiltrations.
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6. Commentary on the Takedown

il

il

A.

Impact on the Cybercrime Landscape

Significance of the Operation: Operation Cronos's success highlights the increasing
capability of global law enforcement to penetrate deeply entrenched cybercriminal
networks. The operation has effectively neutralized one of our most prolific ransomware
threats by gaining control of LockBit's infrastructure and accessing critical intelligence,
including the group's source code. This strategic blow against LockBit disrupts its
ransomware-as-a-service (RaaS) model, significantly contributing to the group's global

reach and impact.

Vacuum in the Ransomware Ecosystem: LockBit's dismantling is expected to create a
temporary vacuum within the ransomware ecosystem. LockBit's innovative RaaS model
and affiliate program streamlined the execution of ransomware attacks, allowing even
less technically skilled cybercriminals to launch sophisticated attacks. The absence of
LockBit could lead to a period of adjustment as other groups vie to fill the void,

potentially leading to new ransomware variants or the consolidation of existing ones.

Industrialization and the Affiliate Model

Influence on Ransomware Industrialization: LockBit's operation exemplified the
industrialization of ransomware, with a well-organized affiliate program that significantly
lowered the barrier to entry for aspiring cyber criminals. This model democratized access
to ransomware tools, enabling a broader range of actors to participate in cyber extortion.
The takedown of LockBit serves as a critical juncture, forcing a reevaluation of the

sustainability and security of the RaaS model within the cybercriminal community.

Implications for Future Ransomware Groups: The disruption of LockBit's affiliate
network exposes the vulnerabilities inherent in the RaaS model, particularly the risks
associated with managing a dispersed network of affiliates. Future ransomware groups
may adapt by implementing stricter vetting processes, enhancing operational security, or
shifting towards more centralized models to mitigate these vulnerabilities. Conversely,
the takedown could also spur innovation within the ransomware industry, with groups

seeking new methods to evade detection and enhance the resilience of their operations.
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C. Potential Shifts in the Ransomware World

The fallout from Operation Cronos could catalyze significant shifts in the ransomware world.
Ransomware groups may increasingly prioritize the development of proprietary tools and
techniques to avoid reliance on third-party services, which has proved to be a critical
vulnerability for LockBit. Additionally, the operation underscores the importance of
international cooperation and intelligence sharing in combating cyber threats, likely

influencing the strategies of both cybercriminals and law enforcement moving forward.
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7. Conclusion

The takedown of LockBit by Operation Cronos marks a significant moment in the ongoing
battle against ransomware, demonstrating the effectiveness of international collaboration and
strategic action against cybercriminal networks. While the immediate aftermath may see a
reshuffling of the ransomware landscape, the long-term implications for the industrialization
of ransomware and the use of affiliate models are profound. As the cybercrime community
adjusts to these new realities, the lessons learned from LockBit's downfall will undoubtedly

shape the future dynamics of ransomware operations and law enforcement responses.



